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Cyber & Data Protection

Schools and their Cyber Security

Schools are particularly vulnerable to cyber-attacks. Their focus is understandably educational, and they
often hold a lot of sensitive personal information with details of children, parents, governors and supporters.
They also have limited budgets for investing in the highest level of cyber security. They are much more likely
to be targetted than businesses in most areas (bank accounts an exception).

The stats in this document are based on the 2023 Cyber Breaches report produced by the NCSC...
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Organisations that have identified breaches Cyber & Data Protection
/ attacks over the last 12 months - %

Education organisations are
significantly more likely to
be targetted than business
(green slice)

OPrimary OSecondary OFurther Education BHigher Education B Businesses
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The types of breach identified - % Cyber & Data Protection
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Phishing

Impersonation
Virus. Spyware, - Further Ed
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. " . . Hacking bank —
Bases (those that identified a breach or attack in the dCCessRISIae'S accc?unt Takeover of User — Secondary
last 12 months): 98 primary schools; 137 secondary accounts Ransomware
schools; 36 further education colleges; 44 higher Denial of Service . o
education institutions; 887 businesses Unauthorised rimary
access - staff Unauthorised

access - outsider Unauthorised
listening - live
event
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SOme Cyber Facts Cyber & Data Protection

Breaches — notable effects

« 6 out 10 higher education organisations had a negative outcome — i.e., lost money — this is compared to 22%
for primary and 20 % for secondary — comparable to business (21%).

 Universities at particular risk from accounts and systems being compromised (45% compared to 8% of large
business).

Senior Management

« Over 95% of all said Cyber Security is a high priority for Governors and Senior Leadership.

* Over 60% (63% primary and 61% secondary) have a Governor or senior manager with responsibility for
Cyber Security.

Awareness lraining

* Primary and Secondary schools have significantly boosted awareness training over the last 3 years from 39%
of Secondary in 2021 to 62% now and from 34% to 49% of Primary Schools
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Awareness of the following Government Cyber & Data Protection
guidance, initiatives or campaigns - %

Primary Schools Secondary Schools Further Education Colleges

. B
0O Cyber Aware Campaign 0O Cyber Security Board Toolkit
010 Steps Guidance B Cyber Essentials Scheme

Secondary schools have become more aware of Government initiatives over time — all up double digits % since 2020. Primary schools are no more aware than back in 2020.

Cyber & Data Protection Limited
https://www.cyber-data.co.uk V4
hello@cyber-data.co.uk

Source Cyber Security Breaches Survey 23


https://www.cyber-data.co.uk/
mailto:hello@cyber-data.co.uk

Awareness of the following Government Cyber & Data Protection
guidance, initiatives or campaigns - %

Higher Education Institutes Businesses

82%
O Cyber Awarg Campaign O Cyber Seourity Board Toolkit 0O Cyber Aware Campaign O Cyber Security Board Toolkit
010 Steps Guidance B Cyber Essentials Scheme 0 10 Steps Guidance B Cyber Essentials Scheme

Bases: 229 primary schools; 212 secondary schools; 38 further education colleges; 38 higher education institutions; 1,152 UK businesses (255 medium or large businesses asked about the Board Toolkit)
*For the business survey, this question was only asked of medium and large businesses rather than the full sample.
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Education organisations carrying out the Cyber & Data Protection

following protective activities - %
90% - =
% ™ l||I||| ]‘|‘I||’ —‘—‘_h——ﬁ—‘—‘—‘_h——q—‘—‘_-——q—‘—‘_h

60%

50%

Higher
Education

Further

Education
0%

Risk Assessment Secondary
Security Monitoring
Testing Awareness

Vulnerability Audit Primary

Bases: 241 primary schools; 217 secondary schools; 44 further education colleges; Penetration Testing

52 higher education institutions Threat Intelligence

Primary ~ ®mSecondary = Further Education  ® Higher Education
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Education Organisation's Reviewing Supplier Cyber & Data Protection
Risks - %

Immediate Suppliers Wider Supply Chain

18%
18%
O Primary School 0O Secondary School O Primary Schools 0O Secondary Schools
O Further Education @ Higher Education O Further Education @ Higher Education

Bases: 241 primary schools; 217 secondary schools; 44 further education colleges;
52 higher education institutions
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Education Organisations that have the following Cyber Cyber & Data Protection
Essentials controls in place - %

Higher Education
Further Education
Secondary

Primary

Full rule
detail on
next page

*Together 100%
should be
100%

90%

80%

70%

60%

50%

40%

30%

20%

10%

NN

0%
Access Controls Malware protection Firewalls - network & Device Security Controls Patch software within 14
individual days

Primary ~m Secondary ® Further Education  m Higher Education
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Education orgs with Cyber Policies that have the Cyber & Data Protection
following features beyond Cyber Essentials - %

100% — _ _ _ :
. A). Rules for storing and
_— /1 moving personal data securely
A - | | I - . I
80% / - i B B B). An agreed process for staff
/ to follow with fraudulent emails
70% B H _ or websites
— / _ a a . C). Only allowing access via
/ organisation-owned devices
50% — —
/ D). Separate Wi-Fi networks for
40% - staff and visitors
30% / -
20% /  —
/ Further Ed
10% Secondary
/ Primary
0%
Storage (A) Cloud Back up Password Staff Guidence Monitor user  Access control 2-Factor VPN for remote  Back Up (not ~ Wi-Fi seperated
Policy (B) activity (C) Authentication users cloud) (D)

Primary Secondary Further Ed
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SOme MOore Cyber Fac’[g Cyber & Data Protection

Falling deployment

 As with small and micro businesses Primary School deployment of Password Policies, An agreed process
around Phishing, rules for storing and moving personal data and using a VPN for remote workers has fallen

over the last 3 years — this may well be down to budgetary pressures following Covid and the Cost-of-Living
Crises but with Cyber Crime rising these are decisions that may be regretted...

Cyber Essentials

« Take up of Cyber Essentials has stalled since 2022 and 2021 for both Primary and Secondary Schools

_ ' ' 4 Schools had Cyber Attacks or Data
2 FaCtOr AUthentlcathn Breach in September 2023. They were in

Suffolk, London, Maidstone and Altrincham.

o 2-Factor Authentication is more common in FE & HE than in schools.
We think it should be standard everywhere
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Education Organisations with following Cyber & Data Protection
documentation- %

Higher Ed

Further Ed ’ ‘ ‘ (

Secondary School ’ ‘ ‘

Primary School

<
20% /

4 /
Bases: 241 primary schools; 217 secondary schools; 44 further 50% w
education colleges; 52 higher education institutions ° 70%

80%
90%
Formal Incidence reponse Plan Continuity Plan Cyber Risks Policy
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Primary and Secondary Schools that would do Cyber & Data Protection
any of the following an attack or breach - %

Primary 58% 87%
87%

82%

Secondary

O Keep an Internal record of incidents

O Formal debriefs, discussions looged for lessons
learned
O Inform directors or trustees

Cyber & Data Protection Limited Bases: 241 primary schools; 217 secondary schools
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Primary & Secondary Schools undertaking action Cyber & Data Protection
in each of the NCSC 10 Steps areas - %
Only 6% of Primary and 12% of Secondary have undertaken action in all 10

100%

90%
80%

70%

Risk
Engagement &
Management gTr%ining Asset Mgment
Architecture &
Config Vulnerability
Mgment |dentity &

Access Mgment ~ Data Security

Logging &
Monitoring Incident
Mgment Supply Chain
Security

Bases: 241 primary schools; 217 secondary schools

Primary Secondary m Recommended
Cyber & Data Protection Limited
https://www.cyber-data.co.uk 16
hello@cyber-data.co.uk

Source Cyber Security Breaches Survey 23


https://www.cyber-data.co.uk/
mailto:hello@cyber-data.co.uk

Primary & Secondary Schools with these measures in Cyber & Data Protection
place for dealing with Cyber Security Incidents- %

0% 10% 20% 30% 40% 50% 60% 70% 80%

m External comms / Public Engagement Plan w Guidance on who to notify © Reporting Guidance Roles assigned
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